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Real case: Arya from Bitdefender sends an email



Arya’s email



Spotting the red flags

Domain mismatch Instant credibility claims Manufactured urgency Generic greeting





iPhone 18 Pro 

Apple Reference Image

Users can now prove the authenticity of 
a photo taken on iPhone 18 Pro models 
with Apple Reference Image, powered by 
the new sensor in the Main camera that 
can sign every pixel it sees.



The weird moment we’re in

We are not prepared to deal with post truth era: 
Only 1 in 1,000 people can correctly tell every 
real image and video apart from a deepfake

Trust in general is getting harder to earn:
 7 in 10 people are already unwilling or hesitant to 
trust someone whose values or sources differ from 
their own

Effects of AI: 37% of consumers named AI-
powered scams (deepfake video/audio) as their 
top tech fear 
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Influencer marketing isn't “an ad with more reach”
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• Session hijacking - no password needed, just a stolen 
cookie

• Malware- a fake “sponsor” offer in a PDF hijacked Linus 
Tech Tips live on air in 2023

• Clickfix - the human malware installer
• Deepfake endorsements - a face and voice that never said 

yes
• Fake brand DMs - a look-alike account, a rushed 

“activation fee”
• Business E-mail compromise - hackers hijack your 

business partner’s email and continue the conversation with 
you

Types of scams that can affect influencers



• USE A CYBER-SECURITY SUITE

• Verify the domain, not the name - check 
senders and payment links against the 
real one

• Confirm big asks out-of-channel - a 
call, not just a reply on the same thread

• Lock down your accounts - 2FA, unique 
passwords, sessions cleared after shared 
devices

• Urgency is a red flag, not a reason to 
move fast

How to protect yourself
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AI can’t do this

Evaluate Brand FitRelationshipsNegotiateOriginal Creative IdeasGo/No Go and accountability



AI can’t do this

Judge a Great Brand Fit

Negotiate

Relationship building

Original Creative Ideas

Go/No Go and accountability



Trust is earned and always takes time
Don't call it a win until both lists check out

Campaign checks Security checks

ü Do your research choosing the right influencers 
will set you up for success

ü Content stayed on-brief without losing the 
creator's voice

ü Engagement holds up real comments, not just 
big numbers, saves and shares are important

ü Results tie back to the actual goal, not just vanity 
metrics

ü Document your learning for the next campaigns

ü Verify who's behind a pitch - the domain, not 
just the name

ü Confirm big asks out-of-channel - never on the 
same thread

ü Accounts locked down - 2FA, unique 
passwords, sessions cleared

ü Payment details re-checked against the last 
verified contact

ü Urgency is a red flag, not a reason to move fast



Trusted. 
Always.


